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2 NGSER

NOUVELLE GENERALION DE SERVICES

Qur offers

CYBERSECURITY

www.ngser.com



CONTEXT

The digital revolution has driven companies 1o accelerate their transformation, at the risk of
being overtaken by the competition or disappearing. Although digital
brought immeasurable benefits to businesses, it has also made their information systems more
vulnerable, exposing them to new forms of threats: cyberattacks. In this context, cybersecu-
rity has become a major concern for companies and organizations. Cyberattacks are beco-
ming increasingly sophisticated and can have severe consequences, such as significant fi-

nancial losses, data breaches, system paralysis, or even damage to a company's reputation.

These challenges can be grouped info four categories:

al

Financial issues

- Damage repair costs

- Afftack response costs (investigation
fees, legal assistance, and communica-
tion expenses)

- Data loss costs (recovery expenses,

etfc.)
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Operational issues

- Inaccessibility of IT services

- Delays or service disruptions

N

Legal issues

Legal proceedings related to violations

of laws (privacy, copyright, intellectual

property).
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Reputation issues

Loss of trust from customers and partners.

technology has



YOUR CHALLENGES

Cybersecurity is now a commercial argument

that strengthens customer frust in choosing their

partners.

ICS 101

We help you effectively address these issues,

-

'© sales department
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which we have grouped into three key areas.
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IMPLEMENTATION OF THE CYBERSECURITY FUNCTION

Protect your business from cyber threats with solutions/services

that meet infernational standards.

SECURING DIGITALIZATION
Carry out your digital fransformation with peace of mind, while

guaranteeing the security of your system.

CYBER RESILIENCE

Guarantee your ability to prevent, cope with and recover from

any cyber incident.



AUDIT

The team of experts at NGSER brings you its expertise, based on international standards and

methodologies, to conduct a 360° assessment of the security level of your information system :

V SECURITY/COMPLIANCE AUDITS
. Architecture, configuration, code, end point audits
. Organizational audits
. Compliance and pre-certification audits
. Third party audits (suppliers, service providers)

INTRUSION TEST
. Black/gray/white box tests

. Physical infrusion testing
. Red/blue team exercises and purple team approach

V PHISHING & SPEAR PHISHING
. Social engineering




ADVICE

Following the audit, NGSER's team of experts provides you with its expertise through tailored

support, covering all aspects of your information system security challenges.

V IMPLEMENTATION OF GOVERNANCE
. Help with compliance
. Security and conftinuity master
plans
. Organization of risk and security
sectors

IMPROVEMENT OF ARCHITECTURE
. Network and application archi-

RISK EVALUATION AND CONTROL

. Risk assessment and treatment
plans

. Integration of security into IT pro-
jects

. Integration of security into the IS

V AWARENESS AND COMMUNICATION
. Raising business awareness of
cyber security risks
. Actions to assess risky behaviors




FORMATION

Well-trained human resources are the key to the success of the company. This is why our trai-
ning program is tailor-made to make your teams immediately operational. The training provi-

ded by NGSER experts is mainly aimed at:

SECURITY MANAGERS/CIO

V PROGRAMMER ANALYSTS

V DEVOPS

V PROJECT MANAGERS




SECURITY SOLUTIONS

Drawing on its partnerships established with the largest technology companies on the market,

NGSER supports you in the integration of robust and scalable security solutions in order to

guarantee optimal protection of your information system:

V PLANNING THE IMPLEMENTATION

V INSTALLATION OF SOLUTIONS

SOLUTION CONFIGURATION

V MANAGING UPDATES

V MONITORING

USER TRAINING/AWARENESS




OUTSOURCING

Qutsourcing your company's cybersecurity is a
solution that allows you to benefit from our
expertise and specialized resources, reduce
your costs and focus on your core business.

We offer you outsourcing solutions adapted to

each type of need:
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COMPLETE OUTSOURCING

We manage your entire cybersecurity

OUTSOURCING OF SPECIFIC SERVICES

We manage a specific part of your cybersecurity while allowing

you to maintain a certain level of conftrol.




OUR CENTERS OF EXPERTISE

Transformation digitale IT & Telecom

- Digitalization - Consulting

- E-Payment - Telecom

- Cloud computing - 10T

- Cyber security - Developpement
Data Management Solution de gestion
- Artificial Intelligence - CRM

- Smart Business - GED

- Big Data - ERP

- Blockchain - E-Archive

Your technology partner

Avenue Lamblin,

4th floor,

MATCA building, Plateau
www.ngser.com - info@ngser.com

Tel/Fax: 225 27 20 22 12 53
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ABOUT US
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NGSER

Head office: Ivory Coast — Abidjan, Plateau - ® o

Avenue Lamblin, MATCA Building, 4th Floor, ®
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Team

“Every day, more than 320 inspired and motivated employees
write the history of the company with the great desire to see it

succeed in their digital revolution.”

Creation

Year 2007: The digital landscape is changing. The consumer infernet is taking off, businesses
are adopting new technologies at a breakneck pace, and the demand for new skills is
exploding. It is in this bubbling context that NGSER was born. NGSER quickly stood out for the
quality of its services and its expertise. The company is growing rapidly and attracting an

increasingly large clientele, it is recognized for its know-how and professionalism. It provides

solutions in more than 10 countries in West and Central Africa.




